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B) Beacon......
The bots are coming: and they are
hungry for your marketing
budget

Stewart Boutcher - Technology Director and Data Lead
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Safe Harbour Statement SR
Hir e
The following is intended to outline our general product direction. It is intended - - f( o™
for information purposes only, and may not be incorporated into any contract. It

is not a commitment to deliver any material, code, or functionality, and should
not be relied upon in making purchasing decisions. The development, release,
and timing of any features or functionality described for Beaconsoft's products
remains at the sole discretion of Beaconsoft.
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1. Follow @this_is_beacon

2. Tweet us anytﬁ‘ing (nice!) about this
event with the hashtag #LeedsDigil9

3. Optional phé)to!




www.thisisbeacon.com
Twitter @this_is_beacon
< B Beacon Tisaatt U i

DIGITAL CAMPAIGN INTELLIGENCE #LeedsDigil9

‘Half the money | spend on
aovertising s wasted; the trouble is |
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CUSTOMER ENGAGMENT Least valuable

Most valuable

Vanity metrics: social media likes, comments and shares

Link clicks

Human website visitors

Engaged
visitors

Attribute
results

Easy to measure MEASUREMENT

Easy to measure

Engaged visitors

Measuring the true engagment of your
website visitors is incredible difficult -
how do you understand visitor
behaviour, the context of their visit,
and the factors that result in them
converting to become a customer?

Visitor journey tracking

Beacon reports on the full
visitor journey, attributing
where they came from and
which pages they view

Multi-touch attribution

@' Beacon tells you if a website
visitor is new or has visited
before, giving you insights into
your marketing performance

Visitor engagement score
Beacon analyses all visitor

-

journey metrics and ranks
them by their level of
engagement
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PROGRAMMATIC BUYING ECOSYSTEMS
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How does Programmatic Advertising work?

Ad of the winning
advertiser will be

displayed on the
website.

these DSPs will bid for the

impression if the targeting

matches the advertiser's
requirement.
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Digital spend & bot fraud In
2018

Google ad revenue, 2018 Facebook ad revenue, 2018

$1 Obn $549bn
$66bn

Estimated ad fraud in 2018 according to http://adcontrarian.blogspot.com/



http://adcontrarian.blogspot.com/

The tech giant's apps help you find what you're looking for, get where you
0 need to go and organize your life. But, with all of the data they collect O
on you, does Google know you better than anyone?



https://thebestvpn.com/what-does-google-know-about-you/

umber of websites Facebook is tracking you on:

Give or take an additional 3 million.

TheOutlinePost.com
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People consistently tell us that if
they're going to see ads, they want
thew to be relevant.”
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‘he digital ad industry.
rysted?

Print ads

TV ads

Radio ads

Outdoor ads

Search ads
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' Pre-roll video ads

Social media ads

Online banners

Type of ads

Mobile ads
Podcast ads

Pop-ups

0 20 30 40 S0 60 70
Percentage of respondents. Chart source: MarketingSherpa
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You're not the customer; You're the
product

“Don’t make the mistake of thinking

you're Facebook's customer, you're not —
you're the product. Its customers are the
aavertisers.”

-- Bruce Schneier

https://slate.com/technology/2018/04/are-you-really-facebooks-product-the-history-of-a-dangerous-idea.html



https://slate.com/technology/2018/04/are-you-really-facebooks-product-the-history-of-a-dangerous-idea.html

The cake is a lie
The cake is a lie
The cake is a lie
The cake is a lie
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Speaking: Stewart Boutcher
Twitter @eatenbyfoxes

A bot is an autonomous program on a
network (especially the Internet) which
can interact with systems or users.

Good Bots

* Search Engine
Crawling

- Website Health
Monitoring

* Vulnerability
Scanning

Bad Bots

* DDoS
* Site Scraping

* Comment Spam
* SEO Spam
* Fraud

* Vulnerability
scanning

www.thisisbeacon.com
Twitter @this_is_beacon
Tweet us with
#lLeedsDigil9
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https://twitter.com/JamieJBartlett/status/1105151495773847552
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Bot Ad Fraud Technigues

1. Fake users, including fake clicks & click farms

2. Invisible and hidden ads
3. Fake installs
4. Impression launderin
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Bot

Operation

ZeroAccess
Avalanche
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malware

Ad fraud and

bitcoin mining
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\dentity theft,

access control
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access control

www.thisisbeacon.com
Twitter @this_is_beacon
Tweet us with
#lLeedsDigil9

Estimated Losses
per day

$900,000
 $39439

unknown


https://www.whiteops.com/methbot

6. Run the bot!

them.

!!(D@f

:~$ cd instabot/examples/

instabot

medias.py
Y
kers.py

s$ 1s
get_followers_or_followings_to_file.py
get_hashtags_from_keywords.py

infinity_ feedliker.py

infinity_ hashtags_follower.py
infinity_hashtags_liker.py
like_and_follow_last_user_media_likers.py
like_and_follow _media_likers.py
like_and_follow_your_last_media_likers.py
like_example.py
like_hashtags_from_file.py
like_hashtags.py
like_medias_by_location.py
like_timeline_feed.py
like_user_followers.py

like user_following.py
like_users_from_file.py

like_users.py
like_your_last_media_likers.py

mon 1
xamp.i

You can run up to two bots per proxy. The examples folder has many different

kinds of bots you can run. Type “Is” in the Linux shell window to see all of

messages.csv

message_users.py
multi_script_CLI.py

pnotos
repost_best_photos_from_users.py
repost_photo.py
reset_following.py
save_users_followers_into_file.py
save_users_following_into_file.py
ultimate

ultimate schedule
unarchive_your_medias.py
unfollow_everyone.py
unfollow_non_followers.py
unlike_users.py

video

welcome_message.py

Create a brand new Instagram account to test the bot works and does what

you want first. Just paste the line below into the window(replace USERNAME,
PASSWORD, and PROXY_ADDRESS to your login info and the proxy you got)

and watch your little bot go :) :
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o (%) Features | Beacon X 4+

& C (Y @& https:;//www.thisisbeacon.com/features/

( . ) Beacon Features Solutions ¥ Case studies

Transform your digital
marketing campaigns

Take control of your digital marketing campaigns - to learn, improve and
transform the effectiveness of digital marketing for agencies, businesses
and not-for-profits

Campaign dashboard
Measure all your marketing campaign
website traffic from any digital channel

Visitor journey tracking
Map and review all website visitor journeys;
discover hidden opportunities

How to Measure Marketing | Learn, Improve and Transfor
www.thisisbeacon.com/success
Bot identification Actionable information that enables you to do more of what works and less of w

Identify and combat bot clicks and of your marketing campaign traffic from any digital channel & measure RO.
fraudulent website traffic



Clicks, Human Visitors & Engaged Visitors

B Clicks [ Human Visitors [ Engaged Visitors [l % visitors to clicks
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Cost per Click (CPC) vs Cost per Visit (CPV)

B crc B cPV

Overall Sl £2 02
Reddit
Google Ads
Twitter Eigi

LinkedIn

Facebook

£0.00 £1.00 £2.00 £3.00 £4.00 £5.00



Including Cost per Engaged Visitor (CPEV)

B cec B CPY B CPEV

Overall - £2.02
Reddit
Google Ads
Twitter
LinkedIn

Facebook

£0.00

£7.00

£10.20

£13.93

£20.00

£30.00

£40.00

£45.20

£50.00
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% of budget spent % of total visitors

Reddit Facebook
4.3% 11.5%

Facebook
21.5%

Google Ads
31.7% LinkedIn
24.0%

LinkedIn :
. Twitter
29.2% Twitter 5 8% Google Ads
13.3% | 33.7%

% of engaged visitors

Facebook

3.3%

LinkedIn

20.0% Reddit
36.7%

Twitter
6.7%

Google Ads
33.3%
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AVERAGE COST PER CLICK £1.01

AVERAGE COST PER VISIT £2.02
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“Half the money | spend on
advertising is wasted;

the trouble is | don’t know which
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Speaking: Stewart Boutcher www.thisisbeacon.com
. Twitter @this_is_beacon

“blocking on its own, without sampling bad traffic and
finding the source of fraud, won’t work. A simple black-
and-white binary system is too predictable and can be
spoofed. Blocking systems can actually become a
testing ground for fraudsters by showing them how to
make their bot software invisible. It’s fairly easy for a
fraudster to modify the IP address of a traffic source or
manipulate when the interactions occurred to avoid
suspicion.”

The answer: continually evolving systems using Al and deep
learning to detect and combat bots.
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Forbes -

1. Work With Trusted Internal And External Partners.

2. Monitor Your Campaigns Closely (Or Hire Someone Who Can).
3. Seek A Blockchain-Based Solution.

4. Know Your Metrics.

5. Employ Reverse IP Lookup.

6. Pay For Performance, Not Clicks.

7. Build A Strong Programmatic Tech Stack.




Campaign Details

e March Paid Promotion

Y7777 Yryr  Traffic Received: Mar 14th 2019-Mar 23rd 2019  New ads for March

Lul Analytics = i= Channels & Links = Visits @ Details
Cost per Visit Bot Activity by Channel
2 O 1 Google Ads
£ ° Twitter
. Facebook
Avg. cost per human visitor  £209.00 total spend
Reddit
LinkedIn
0 35 70 105 140
Clicks by Channel Visits by Channel
® Google Ads-51 ® Google Ads - 35
® Twitter-6 ® Twitter-6
@ Facebook - 74 ® Facebook - 12
@ Reddit-26

® Reddit- 30
® LinkedIn-46 , ® LinkedIn-25 \

Spend by Channel

® Google Ads - £66
©® Twitter - £28

@ Facebook - £45
@ Reddit-£9

® LinkedIn-£61
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Help us make the first ever “state of ad fraud” report —
from Leeds!

We ask that everyone who is attending using
Beacon for a campaign in May; it doesn't matter if
you are sending a bunch of emails, doing some
promoted posts on Twitter, or running some PPC.

We will help you set-up and run the campaign in
May and then | personally will come and talk you
through the results, so that you can better
understand what you are seeing so you can make
iImprovements for the next campaign.

rJ






